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Abstract
While programmable NICs allow for better scalability to
handle growing network workloads, providing an expressive
yet simple abstraction to program stateful network functions
in hardware remains a research challenge. We address the
problem with FlowBlaze, an open abstraction for building
stateful packet processing functions in hardware. The abstraction is based on Extended Finite State Machines and introduces the explicit definition of flow state, allowing FlowBlaze to leverage flow-level parallelism. FlowBlaze is expressive, supporting a wide range of complex network functions, and easy to use, hiding low-level hardware implementation issues from the programmer. Our implementation of
FlowBlaze on a NetFPGA SmartNIC achieves very low latency (in the order of a few microseconds), consumes relatively little power, can hold per-flow state for hundreds of
thousands of flows, and yields speeds of 40 Gb/s, allowing
for even higher speeds on newer FPGA models. Both hardware and software implementations of FlowBlaze are publicly available.
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Introduction

Network infrastructures need a continuously evolving set of
network functions to be operated reliably [45, 35]; NAT, path
and server load balancing, traffic shaping, security functions
such as access control, and DoS protection are just a few
examples. Given the flexibility of modern networks and
the need to continuously support new applications, operators have turned to pure software implementations for such
functions, which have a number of benefits, including programmability and ease of management [8].
However, while essential to network operations, network
functions introduce overheads. Most notably, they increase
network packets’ end-to-end delay, since they are on the path
of network flows, and increase the overall cost of running
the infrastructure, needing additional computation resources,
i.e., CPU cores. These overheads become particularly critical in low latency fabrics such as those of modern datacen-

ters [50]. For instance, server-to-server communication delays are expected to be in the order of a few tens of µs in a
cloud datacenter [29]. For comparison, it could take tens of
µs for packets to go from a NIC, over the PCIe bus, to a CPU
that executes a network function and back to the NIC.
To address this issue, past years have seen the introduction
of efficient programmable network devices that can offload
network packets processing from the CPU. For example, Microsoft deployed FPGA-based SmartNICs in their datacenters [24]. These devices save CPU usage and reduce the
amount of traffic on a server’s PCIe bus, improving a network function’s packet processing latency by more than an
order of magnitude. As a downside, programming a SmartNIC to support a new network function requires hardware
design expertise. While a tech giant can build and assign a
dedicated team to the task [24], this is usually not the case for
a large majority of companies, e.g., smaller cloud or network
operators. As a result, recent network programming abstractions, such as P4 [13] have the explicity goal of simplifying
the programming of FPGA-based network devices [60, 2].
However, they have limitations in describing network functions that need to keep per-flow state [24, 58], a common
requirement in the world of network functions.
In this paper we address these shortcomings by introducing FlowBlaze, an abstraction that extends match-action languages such as P4 or Microsoft’s GFT [24] to simplify the
description of a large set of L2-L4 stateful functions, while
making them amenable to (line-rate) implementations on
FPGA-based SmartNICs. To benefit the community at large,
we build FlowBlaze on open SmartNIC technology (NetFPGA [65]), and provide our hardware and software implementations as open source. Our contributions are:
• The FlowBlaze abstraction. FlowBlaze adapts matchaction tables to describe the evolution of a network flow’s
state using Extended Finite State Machines (EFSM).
• A hardware implementation of FlowBlaze on the NetFPGA SUME card that can forward packets at 40Gb/s
line rate while keeping state for hundreds of thousands
of flows, consuming relatively little power, and providing

